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 Significant problem in biometric authentication is spoofing attacks i.e. intruder’s uses 

some type of synthetically produced samples and try to behave as a real user. The 

proposed system of Multimodal biometrics will use a mixture of up to three traits to 

evaluate the identity of a person. This significantly reduces the probability of admitting 
a pretender. The purpose of the system is to assure the presence of the real user against 

the synthetic or reconstructed samples using image quality assessment techniques. An 

IQA technique implemented based on the assumption is Quality Differences i.e. fake 
samples always have a different quality than real samples. Image quality measures 

calculated under the categories of Full Reference and No Reference. Finally calculated 

measures are given as an input to Quadratic Discriminant analysis (QDA) classifier to 
identify the real user. Objective of the proposed system is to increase the security of 

biometric authentication frameworks in a fast, user-friendly manner. Experimental 

results done in real time environments to find the image quality based on PSNR results. 
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INTRODUCTION 

 

 The security field uses many types of authentication: Something like a password, PIN, smart card, 

biometric. Biometrics provides tools and techniques to recognize humans in an automatic and a unique manner 

based on behavior, physical traits. The most common cues are fingerprint, face, iris, hand geometry, hand vein, 

signature, voice and DNA J. Galbally et al (2010). The problem in biometric authentication is spoofing attacks 

i.e. intruder’s uses some type of synthetically produced samples like gummy finger, printed iris or face mask 

and try to mimic the activity of real user. Fake biometrics means by using the real images of human 

identification characteristics create the fake samples J. Fierrez et al (2012). The purpose of the system is to 

assure the presence of the real user against the synthetic or reconstructed samples using image quality 

assessment techniques A. Liu et al (2012). Image quality assessment is a most important topic in the image 

processing area.  

 Image quality is a trait of any image usually compared with an ideal or perfect image. Digital images are 

subject to a large range of distortions during storage, achievement, compression, processing, transmission and 

reproduction, several of which may result in a degradation of visual quality. In general, quality assessment is 

two types: one is subjective visual quality assessment and second one is objective visual quality assessment Z. 

Wang et al (2004). Objective image quality metrics can be classify on the basis of availability of an original 

image, with the distorted image is to be compared. Accessible approaches are known as full-reference, meaning 

that a complete reference image is assumed to be known R. Soundararajan et al (2012). Another one does not 

require of a reference sample to determine the image quality. The accessible approaches are known as no-

reference, compute the image quality based on some pre-trained models A. K. Moorthy et al (2012).  

 Image quality assessment techniques works on the basis of “quality Differences” premise i.e. fake samples 

surely have the different quality than real samples. The differences are Sharpness, noise, exposure range, 

contrast, vignetting, color accuracy, exposure accuracy, tone reproduction, distortion. For example iris sample 

captured using mobile device means it may be blurred or out of focus and fingerprint captured using gummy 

finger sample means the features like spots and patches may not be clear. 
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 The first step of the system is to image acquisition used to acquire images from users. This software based 

detection techniques are less expensive and more transparent to the user. Second step is to Preprocessing 

involves removing low-frequency background noise, normalizing the intensity of the individual particles 

images, removing reflections, and masking portions of images. In this method uses Gaussian filter to remove 

noise from images and produce the smoothed version of the images and this preprocessed images considered as 

a clean undistorted reference images, used only in full reference category. Third step is to assess the quality of 

the image using image quality measures and these measures under the category of Full-Reference and No-

Reference. To determine these measures based on four selection criteria: performance, complementarity, 

complexity, speed. Fourth step is to uses classifiers to classify the sample as real or fake. Image classification is 

the process of obtaining similar or same image from large image data base or classifying a single image towards 

a group of categorical images. 

  

 
 

Fig. 1: Flow Diagram of Image Quality Assessment. 

 

 The final step of this work is to evaluate performance of system uses following rates such as the False 

Genuine Rate (FGR), which accounts for the number of false samples that were classified as real; and the False 

Fake Rate (FFR), which gives the probability of an image coming from a genuine sample being considered as 

fake. The Half Total Error Rate (HTER) is computed as HTER = (FGR + FFR)/2. 

 

Proposed work: 

 Multimodal Biometrics is systems that are proficient of using more than one physiological or behavioral 

trait for verification or identification. Multimodal biometrics will use a mixture of up to three traits to evaluate 

the identity of a person (Finger print, Iris, Face). This significantly reduces the probability of admitting an 

imposter. Multimodal systems are more reliable because of using many self-regulating biometrics that meet very 

high performance requirements.  

 

Image Quality Assessment: 

 Subjective quality experiments currently provide the most accurate way to measure and monitor the 

perceptual quality. However, subjective experiments are not popular, because they are expensive, time 

consuming and unsuitable for real-time quality monitoring. In this module to implement two types of IQA 

techniques such as full reference and no reference.  

 

 
 

 Fig. 2: Image Quality Measures. 
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Discussion: 

Full Reference IQA: 

 Full-reference (FR) IQA methods rely on the availability of a clean undistorted reference image to estimate 

the quality of the test sample. It includes Error Sensitivity Measure, Structural Similarity Measure, and 

Information Theoretic Measure. Error Sensitivity measures includes Pixel Difference measures, Correlation-

based measures, Edge-based measures, Spectral distance measures, Gradient-based measures.  

 In the Pixel Difference measures used to calculate the distortion between two images on the basis of their 

Pixel wise differences. 

Mean Squared Error  

,                    (3.1.1)  

 I denote the reference clean image (of size N × M) and Î the Smoothed version of the reference image 

 Peak Signal to Noise Ratio 

                     (3.1.2) 

 Signal to Noise Ratio  

  
 
                    (3.1.3) 

 Maximum Difference  

                    (3.1.4)  

 Normalized Absolute Error  

                      (3.1.5)  

 R-Averaged Maximum Difference (RAMD)  

                    (3.1.6)  

 maxr is defined as the r highest pixel difference between two images.  

 Laplacian Mean Squared Error  

                    (3.1.7)  

 Where h(I i,j)=Ii+j +Ii-1,j+Ii,j+1+Ii,j-1-4Ii,j . 

 Correlation based measures used to compute the resemblance between two images in terms of association 

function. The correlation based measures can be obtained by considering the in order of the angels among the 

pixel vectors of the original and distorted images.  

 Normalized Cross-Correlation  

                    (3.1.8)  

 Mean Angle Similarity  

                   (3.1.9)  

 Where αi, j=2/π arcos (Ii, j, Îi, j)/ǁ Ii, jǁ.ǁ Îi, jǁ.ǁ and (Ii, j, Îi, j) is the scalar product. 

 Mean Angle- Magnitude Similarity 

                 (3.1.10)  

 Edge based measures uses the features such as corners are some of most informative parts of an image.  

 Total Edge Difference  

                 (3.1.11)  

 Total Corner Difference  

                     (3.1.12)  

 Spectral distance measures includes  

 Spectral Magnitude Error  

                 (3.1.13)  

 Spectral Phase Error  

                 (3.1.14) 

 Gradient-based measures can be a great use for quality assessment. Many of the distortions that can affect 

an image are reflected by a change in its gradient i.e. structural and contrast changes. It include the measures are 

Gradient Magnitude Error (GME) and Gradient Phase Error (GPE).  

 Structural similarity includes structural similarity (SSIM) index is a manner for measuring the resemblance 

among two images. Finally Information Theoretic Measures includes the Visual Information Fidelity (VIF) and 

the Reduced Reference Entropic Difference index (RRED). 
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No Reference IQA: 

 This method does not require of a reference sample to determine the quality level of an image. It calculate 

approximately the image quality based on some pre-trained statistical models. This method contains distortion-

specific approaches, training-based approaches and natural Scene Statistic approaches. 

 Distortion specific approaches works based on knowledge acquired about the quality loss caused by a 

specific distortion. The quality measure is calculated based on the model trained on clean images and on images 

affected by this specific distortion. 

 It contains The JPEG Quality Index (JQI), which evaluates the quality in images affected by the usual block 

artifacts found in many compression algorithms running at low bit rates such as the JPEG.  

 The High-Low Frequency Index (HLFI), which considered local gradients as a blind metric to detect blur 

and noise. 

                (3.2.1) 

 Where il, ih jl ,jh are respectively the indices corresponding to the lower and upper frequency thresholds. 

 Then training based approaches analyze statistical model is trained with images affected by different types 

of distortions. It uses Blind Image Quality Index (BIQI) measure. 

 Natural scene statistic approaches use the knowledge taken from natural scene distortion free images to 

train the model and calculate natural Image Quality Evaluator (NIQE) measure. 

 

Implementation results: 

 In the registration process the users enter their details along with their biometric samples are stored in the 

database. The user details such as number, age, qualification, designation, and gender type and contact number. 

This stored values act as a training data. Test values compared with these training data to ensure the identity.  

 

Fingerprint Recognition System: 

 Every fingerprint of each person is considered to be unique, Even the Twins also contain different 

fingerprint. Fingerprint recognition system is used to get the fingerprint images from user and calculate 25 

measurements based on fingerprint features. The features are used to find real or fake values.  

 Fingerprints consist of ridges and furrows on the exterior of a fingertip. Attackers first capture real 

fingerprint then they make fake fingerprint by using silicon, playdoh and gelatin and try to access the system.  

  

  
 

 Fig. 3: Finger print feature selection . 

  

 Select the fingerprint features from fingerprint image. Then perform thinning process to align the 

fingerprint image. Fingerprint ridge and minuate features are selected. Fingerprint details are aligned in graph to 

get all feature points for authorized the person 

 

  
Fig. 4: Fingerprint align graph. 
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Iris Recognition Systems: 

  The iris scans process start to get something on film. It combines computer vision, statistical inference, 

pattern recognition and optics. The iris is the colored ring around the pupil of every human being and like a 

snowflake; no two are the same. Each one is unique.  

 Iris image is captured using web cameras and then calculate the iris features points based on pupple, eye 

lids and eye lashes and calculate the 25 measurement points to find real users based image qualities. The pupil 

and iris image are located then extract iris, eye lid image, polarized image. Then finally find the noise image, 

normal image for captured iris image. 

 

   
 

 Fig. 5: Iris Feature Selection. 

 

Face Recognition System: 

 The most acceptable biometrics is Face reorganization, because it is one of the most universal methods of 

identification. The system then makes use of a person's facial characteristics – its valleys and peaks and 

landmarks and treats these as nodes that can be compared and measured next to those which are stored in the 

system's database.  

 The system includes the eye socket intensity, jaw line length, distance among the eyes, cheekbone figure, 

and the width of the nose. It is very challenging to develop this recognition technique which can accept the 

effects of facial expressions, age, Slight variations in the imaging environment. In face recognition system fake 

users attack on system by capturing the picture to the mobile devices or camera.  

 

Conclusion: 

 Image quality assessment for liveness detection technique is used to detect the fake biometrics. Due to 

Image quality measurements it is easy to find out real and fake users because fake identities always have some 

different features than original it always contain different color and luminance levels, general artifacts, quantity 

of information, and quantity of sharpness, found in both type of images, structural distortions or natural 

appearance. 

 Multi- Biometric system is challenging system. It is more secure than uni-biometric system. In this paper 

studied about the three biometric systems that are face recognition, iris recognition, fingerprint recognition, and 

the attack on these three systems. Multi biometric system is used for various applications. The dynamic IQA is a 

very promising technique in making recognition system more robust against fake based spoofing attempts. 

These methods can be combined and used in recognition system to develop a more secured system. 

 In future include one additional reference such as reduced references to identify the real user and improve 

the performance in classification process using SVM, Neural network classifiers. 

 

 
 

 Fig. 6: Multimodal Biometric Recognization. 
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Fig. 7: Image Quality Measures. 
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